Multi-path Bound Propagation for

Neural Network Verification
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Safety of Neural Networks

e Neural networks are sensible to natural or adversarial attack
o Safety need to be guaranteed in safety-critical scenarios

e Testing based methods can not provide safety guarantee

Autonomous-driving accident Adversarial traffic sign

[2 Image source: https://en.wikipedia.org/wiki/Smart_system; images from Google Image



Neural Network Verification

e Verifies whether a region input results in unsafe outputs
e Input: aregion

e Output: safe or unsafe
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Neural Network Verification

e Difficulty: the composition of non-linear activations (e.g. ReLU)

e Methods

- Constraint solving

- NP-hard

- Bound propagation
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds

X1 = —X11 1+ X1
ReLU
> x3’1 llllll
Reachable
region
ReLu \ 73,2
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds

Xp1 2 —X11+ X1

[—1,1] Xo1 = —X11F X
ReLU
» x3’1 ------
——{ X32)
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds

ReLU

Reachable
region

Ye ZHENG Multi-path Bound Propagation 7



Bound Propagation

e Propag $ X34 over-approximation N
e Bound _— ; lables
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds

x3,1 > 0.5x2’1
X3,1 < 0.5x2,1 +1

> x3’1 ......

Reachable
region
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds

X3,1 > 0.5x1,1 + 0.5x1,2
X3,1 < —0.5x1,1 + 0.5x1,2 +1
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds
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Bound Propagation

e Propagates bound functions along the neural network

e Bound function is a pair of linear bounds

Over-approximated reachable region:
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Metric: Tighter is better
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Our: Bound Propagation Path

31 i —— propagation path1
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Our: Two-path Bound Propagation

X11 = X1 2 X371 = .
11 - — 21 _ —l |, 31 _ — propagation path 2
X1,1 X2,1 = X31 =
X11 = Xpq1 = g X31 = .
=y T2t 31~ —— propagation path1
xl,l < x2’1 < X3,1 <
» x3’1 llllll
Reachable
region
» x3’2 llllll
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Our: Two-path Bound Propagation

> > > .
Xy 2 Y21= M, *31=_, propagation path 3

x1,1 < xZ‘l < X31 <

X3’1 =
X3,1 <
> x3’1 ......
Reachable
region
> x3’2 ......
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Our: Two-path Bound Propagation

x1,1 = xZ‘l = X31 =
x1,1 < xZ‘l < X31 <
X4 > Xoq1 = X31 = .
1,1 2,1 x3’1 _ — propagation path 4
3,1 =

ReLU

(m)
”

— X3p) e

\ 4

Reachable
region

\ 4

Ye ZHENG Multi-path Bound Propagation 16



Our: Two-path Bound Propagation

X371 = 0.5x54

X3,1 S _O.5x1,1 +
0.5x;, +1

X317 =0
0.5x1, + 1

path 2

ReLU
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\ 4

X31) e

1,2]n[0,2] = [0,2]
Tighter bound
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Advantage: Accuracy Accumulation

e For each neuron

- More accurate bound and over-approximation

Classical: One bound Two bounds
“xl’+1,j Axi+1,j
Rel.U
: —_—
1 u .;C ij 1 1 u u X ij
Loose approximation Tighter approximation
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Advantage: Accuracy Accumulation

e For each neuron

- More accurate bound and over-approximation

Classical: One bound More bounds...

“xi+1,j Axi+1,j

ReILU

I u Xij Xi,j

Loose approximation
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Multi-path Bound Propagation for
Neural Network Verification

Safety of Neural Networks Neural Network Verification Bound Propagation

« Neural networks are sensible to natural or adversarial attack « Verifies whether a region input results in unsafe outputs « Propag| over-approximation

3,1
« Safety need to be guaranteed in safety-critical scenarios « Difficulty: the composition of non-linear activations (e.g. ReLU) « Bound i —_—
*2.1
« Testing based methods can not provide safety guarantee _ =2 2 2
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Bound Propagation Our: Two-path Bound Propagation Advantage: Accuracy Accumulation

« Propagates bound functions along the neural network s » For each neuron
Xa,1 = Doz

X3, =0
= Bound funetion is a pair of linear bounds Tar st & ‘ T T A - More accurate bound and over-approximation
bz w12

path2
Over-approximated reachable region:

Classical: One bound More bounds ...
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Tighter is better

Loose Approximation Even no approximation
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